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E9\ VPN 55

29\ VPN (MilesightVPN) ZHEHNYEXEEH LA VPN nfz. EEFE, EF WEB RSSiRit,
e A B IKATH AT EELIAER, MAFITEREE RS SEAY VPN fFE, (RIE
FEERNREN. FEfRTBEEMNEPIRHRREZ M P AYERE, ST HEERENAtE

#5518, MilesightVPN BIEARBEIIT:

1. 29\ VPN F5{F/3 OpenVPN R3Sz:, —RFBE—1LW IP Hihk;
2. EYWIERMLZZIREIES OpenVPN ZFImEREIEM VPN,
3. &=l (FBIXSE) {F/9 OpenVPN EFim&EZRIEN VPN 5, BRI R 2B MEKIRE

TR,

2

VPN VPN
PC

MilesightVPN

VPN VPN
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500 &gEEN
CPU: 2 Cores, 2.0 GHz
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RAM: 16 GB

Disk: 512 GB

. >100MBps
1000 BIRFEN

CPU: 8 Cores, 3.2 GHz

RAM: 32 GB

Disk: 1 TB
- . 2100MBps

BRIFER

o IB{EZX%: Ubuntu 20.04
o NIUS3E: FIK, KM

0
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14
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Ubuntu 53588
REEEYERED
WinSCP

Putty 52 SSH TH

FE%xE

LATEERIA WIinSCP fl, aILAEREET R HERRE.
1. EENTHHARERRE, WARSESWM I

| | depend install urvpn.sh 1 KB
E¥ milesight vpn 2.0.1 amd6d.deb 52,833 KB
| | milesight vpn_md5 1 KB

2. ¥IFF winSCP 127, MIAIKSER SRS SFELER.
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By winsce - O x
EERn BF @ (pan = ”
o e
e (8] v - G | | EEEES £iF =
= * & harry®132.168.22.114 S EE | v
i % - - % =h L Bt [srp = B0 £EE) BEHO) TRR) BEH)
CAUsers\Ursalinky, i e
i [192.168.22.113 i =g T BlEE
L
.advidapBrowser APEW FEE)
S |harr|;I ‘ ‘ooccccl.l |
fop ##S.. || =r@.. |v

Jlocal

.oss-browser

.ssh

swi

wscode
83D Objects
[25 Contacts
[ Desktop -~
- (1m0 ~ mw -
0B/109KB, 0/29 20EEE

3. TEFBSERR MilesightVPN XC#ER, midh " Lfe" , MEEREREMNRSBHEENE HE" 5

P EfE.

Buz | = a8 g

B 04 - harry@ 3 e O %
e GEEr P & |2 - SR BA - & -
I hary@192.168.22.113 X [ $Eeis
D - E-[F- - 25 hary - B -[- BN Do %
wE - X ph [ EE B - = T - E S S ¥ () EROM) ST S0 SiES) BEM0) SRR BEH)
L) _ = 7%
== e Mesaht P ERE AT s
CloudMusic g = 2020/11/26 21:01:33
iVMS-f!ZOOaIarmPicture = 2021/5/25 15:51:32
KMSpico_Install el —itd|
LenovoDrivers
m [ EER5E) CRinBHESR. 1)
QpenVPN :
Program Files EHEEE.. v i b )
Program Files (xB6) CFERREREhSE
SVN = H
B D\ - harry@ 68.22.113 - — ] %
HEGEr BF EH & |3 E - SR BHA - @ -
& hary@192.168.22.113 X G #rEsis
al - B E] e w2 |5 harry B0 D=
e e - XA LB By B & PO RV R ®5(0) SE6) B0 SRR) BENH)
DA l R
. 1% Hgm ? X
=F E Fuh BEE
CloudMusic i = S[fﬁf: D:\MilesightVPN\milesight_vpn_1.0.8_amds4.deb 2020/11/26 21:01:33
iVMS-4200alarmPicture pod St heehiary] 2021/5/25 15:51:32
KMSpico_Install i =
LenovoDrivers g’ FlEEE: H+ ZHErE: 0:00:01
MilesightVPN + [t ot 15.2MB JEfE: 9,34 MBJs
OpenVPN s ==
Program Files s KRG _ 5D OER s
Pragram Files (xB6) Sz
SVN =
Users TiE
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B harry - harry@192.168.22.113 - WinSCP - u] X
HEEEr B H & B AT 2A - e -
& hary@192.168.22.113 X [ #EaiE
=D - - m&| % hary - (2 -~ DR 0T D= B
B a2 - = T - X7 [H” AL FEM O RS0 SEE BHO SRR BEHH)
D\ fhomefharry/
=% ) Jh #E = : i BREE
Users g =3 1 2020/11/26 21:01:33
SVN M= MilesightvPN I 2021/6/4 9:44:51
Program Files (x86) it VPN 2021/5/25 15:51:32
Program Files b3
OpenVYPN S
MilesightVPN ST
LenovoDrivers MR
KMSpico_Install pect =
IVMS-4200alarmPicture it
CloudMusic pres
EEzas e 3KB TS
@@ VisioProfessional_x86_zh-cn.exe 464,668... MRS v
< > < >
0B/457 MB, 0/22 3Ek% 0B/0B. 0/2 L= =]
& SFTe-3 0:01:43

EFRE

1. {3 Putty in[afRSS=:, tRARTLMEREYE SSH TA.,

N
2 PuTTY Configuration x
\ Cateqory:
[ Basic options for your PuTTY session
: Specify the destination you want to connect to
= Terminal
Host Name {or IP address) Port
- Keyboard
Bl [192.168.22.113 |22 |
- Features Connection type:
- Window (O Raw (O Telnet () Rlogin @ SSH (O Sedal
:ppearance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection | |
- Colours Default Settings Load
= Connection Lorict SSH =
.. Data | Steve AWS
. Py Y2E AWS Saue
- Telnet Delete
. Rlogin
(- S5H
""" Sensl Close window on exit:
(JAways ()Never  (® Only on clean exit
About COpen Cancel

2. LAERNEHFRS ifconfig THASETF, AIHWT ifconfig #82 . FEIREIRNEER ifconfig &
oJF, aIRIEIRTT apt install net-tools RETH,

root@ tpland ifconfig

Command 'ifconfig' not found, but can he in lled with:

apt install net-tools

rootd tland

www.milesight.cn 7 |



ENEMRBRERATE

3. & MilesightVPN BR T THEXH<:

chmod +x depend_install_urvpn.sh
./depend_install_urvpn.sh
22 root@ubuntu: fhome/harry/MilesightVPN — O X

4. = deb 34, AITHEQLA 2.0.1 hRAFER /91
dpkg -i milesight_vpn_2.0.1_amdé64.deb

RRIEGHFEE 10 D EA. TR RERERI MENE:

-0 /milesight_vpn/logs/forever_out.log -e /milesight_vpn/logs/forever_err.log

it if it does not stay up for at least

1 is complete!

2 MilesightVPN M V1.0.19 iRAFERE V2.0.1 higAht, FEiETE
BV EDIFECE X FNEURE.

B R R RS RA. RIS

ARSSim

IRE BRI NaOMRSRIEERET:

- " T

18080 TCP HTTP RS
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18443 TCP HTTPS 55
1194 TCP OpenVPN ERARSS im0

T RixEEENE

B VPN BUATTEIREREN 25 5, ET SiEssBUTHE:

1. EREY VPN EEFE, £ "VPN" IEMT "Create & Download” JREURSZEHEE;
2. REEWPBRFHRZ e, EHIECSIRAT /IS,

3. =i “Browse” SANIEBHRFRER, BAUTSBIREHIEST XA,

Milesight

VPN Certificate

For your davice security, please changs the dsfault passiord

Listen IP

Protocol uDP v
Port 1194

Client Subnet 10.8.0.0/16

Subnet Allocation Method Manual v
Ping Interval 60 s
Ping Restart 150 s
Compression LZO v
Encryption BF-CBC v
Authorization Code 8yQQaykw25

License Create & Download Browse

BRRE

FEER

TSRS, {EH https://ip:18443 gt http://ip:18080 BHFHIEESM A,
A% admin
ZAZFRY: password

www.milesight.cn El
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%25 (Device)

RENEEREZEZEMN VPN HNENIBMERFNERNSEMERRS. AR LEAREIZSR
BFRTRFITH TR,

Milesight

Device Control

Managing/Max Manageable: 0/25 Search Q

No matching records found

i85 (Device)
ik

Name BRIREBRR, TRGIER.
Status BREEEERT.

Serial Number R RIGEHIELIE,

Virtual IP BRIREIER VPN [FIREXAVREIUBEE |P HEdl,

Real IP TRNSFAVESE P ik (4%3/WAN [Oithit) .
Remote subnet B RimIHISFAIFRIMERFIERS, B sAthISH.
Time BTgSsEE FEY VPN [HIraE],
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REETEEREFEETIEN VPN (EIERECR.

Historical statistics(Ciear All)

View

 Time

2021-06-03 19:12:22 - 00d 00h 05m 48s 3K 3K

Clear REEBRREEIIREICR.

=4l (Control)

EHlinNEEREERIZEN VPN f(EHImRERNEAEEMEERTS, EHiRREMRABRE,

Milesight = = £ 2 aimi
Device Control
For your device security, please changs the default password

No matching records found

i=$li% (Control)

sk

Name BNREBIR,
Status BRREIERRE.
Virtual IP BRIREIEE VPN EIREHIEIIBRE (P ibit,
Real IP B EHEST P ik,
Time BNREIER FEY VPN RYATIE,
Clear REEBRREEINIREICR.

VPN

VPN WEIATI&E VPN EXRSHFSANT BIEH.

www.milesight.cn iK
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Milesight

VPN Certificate

- For your device security, please change the default password

Listen IP

Protocol UDP A
Port 1194

Client Subnet 10.5.0.0/16

Subnet Allocation Method Manual i
Ping Interval 60 s
Ping Restart 150 s
Compression LZO v
Encryption BF-CBC v
Authorization Code ByQQ4ykw25

License

Save

VPN

Protocol

Port

Client Subnet

Subnet

Allocation
Method

Subnet Behind
Client

Ping Interval

Ping Restart

www.milesight.cn

Create & Download

B

Listen IP

BNEH VPN IRFS5EIAIAK 1P ik, 7

3% TCP &, UDP ¥, UDP

VPN BRSO, 1194
10.8.0.0/

29\ VPN S BetaZ=FinhIREHL 1P ikt 16

A% “Manual” 8 "Auto” ,

Manual (Fz) : EEFILUE Device NEHERIRE

1ol ol P ER A8 RD Manual

Auto (Bzh) : B4\ VPN fR4#E" Subnet Behind Client”

IRERIFMIERLEIE FRIEINYIBANLRIZE BB 7

s

B Brta EHNIBAMEIZ E AT FMN, 7

&% Ping BUEGHEMR (BAL: ) . 30

&% Ping BUEEHEMR (BAL: ) . 120
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Compression ai% “None” 8 “LZO" . LZO
A% “NONE” , "BF-CBC” , "DES-EDE3-CBC"
Encryption “AES-128-CBC” , “AES-192-CBC" #[ BF-CBC
"AES-256-CBC" ,
Authorization
Code EYIESEIEEEN VPN FERYFD, BEHL
License SR, /

Wk (Certificate)

TEGHIERH ovpn AT EHImREERZEN VPN,

Milesight == [=] 2 ot

VPN Certificate

B SR S SRR AL A L

Cerlificate Name

Create & Download

KAPEIE (Account)

ANEATEEEY VPN KS,

Milesight

Account Tool

Pl A G

User Name admin
Old Password
New Password

Confirm New Password

Save

Account (HREH)
it

24\ VPN (SRS, aIffM a-z 0-9, " ", "-", "$"iXL=FF,
E—NFRREFET.

Username

www.milesight.cn iE
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Old Password  # \|H2543,

New Password  # \EEMHIFTZHD,
Confirm New

EERNFTEDHIA,

Password

Ping

Ping TEAJATAUHEN VPN RIMEIRSURAME BIRERNERIRE,

Milesight = = £ 2 s
Account Tool
For your device security, please changs the defal passiord
Ping IF Address

HoE N

EREYIERIREEIEIN VPN

1. ERRITRIRESEHSS/CPE IREMEIER, LA ping BEY VPN F&.
2. BRIKHES/CPE, & "RFE->IRFEE-> Milesight VPN" TWHEIEEE VPN fRE=EER.
o [R553E: 24\ VPN IRSSES IP HblitalisZ

® iwm[]: 18443

o TS BIfEEY\ VPN B VPN TTESREX

o IRFEM: BENX

www.milesight.cn 14
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wEEE Milesight VPN

| Milesight VPN i85

BEE | 192 168.22 113
WO | 18443
oy RIS | 8yQQdykw25
BEER | fest
B & 25
RrREER
SNMP
| Milesight VPN #£7S
AAA
P FokERE
MR =
pwEP =
EERHE

3. R "EE" RER, AUEEERRE.

=EEE Milesight VPN

| Milesight VPN i85

R | 192 16822113
wo | 18443
AR | 8yQQaykw25
BEEH | test

W

| Milesight VPN £35S

W& =
FHIP 10.8.0.2
=P 10.8.0.1
i 01h 48m Ods

www.milesight.cn
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WHAILAEZEY VPN RIEEREIEERRS.

Milesight

Device Control

Managing/Max Manageable: 1/25 h Q

| Name ¢ status ¢ Serial Number § Virtual 1P § RealIP §

test Connected 622381327384 10802 192.168.22.130:54635 192.168.2.0124 2021-06-03 20:26:12

4. yIFEY VPN TENEIRE, EREERE "WNE >PkiE >%e" | BRETELERS.

23 mRESTIE T IBRET DMZ MACHEE B
| BRI
B51ED0S/DDSITH: i
| i
Service wmas Local mizinhm
HTTP | 80 |
HTTPS 443
TELNET | 23 |
SSH /T\

ERE: 21

O
4]

ERIEHImR S RIEY VPN

TEA Windows10 ABINBLEMEERMIEERIZM VPN,
1. FEFH %% OpenVPN 44, aJi% OpenVPN Connect B¢ OpenVPN #tXhg x4,
2. LR OpenVPN RS ENIETT,

www.milesight.cn 14
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G EBE =
XHE BEW FEV BEEH
@ | FE G B » 80w

OpenVPNService =R - =R s -~
& MNVIDIA LocalSystem Container Containe...
:_J:'_LEEE%& {,‘J MNVIDIA MNetworkService Container Containe...
EEES ~£), MNVIDIA Telemetry Container Containe.. FAE&fT
&) Offline Files gl
£} OpenLDAP Service
-E;ﬁOpenSSH Authentication Agent Agent to...
;C;)_;OpenVPN Agent agent_ovpnconnect IFEET

£ OpenVPN Interactive Service IFHEET

' OpenVPNService

5k Optimize drives B

;’;-;?;Peer Name Resolution Protocol FETE.

L} Peer Networking Grouping FEEUE.

{.‘-;’;Peer MNetworking Identity Manager FRTEE...

'&:}_;Performance Counter DLL Host R,

'-S;:f;Performance Logs & Alerts £EERE..

J,';?;Phone Service ek, FEET
.Plug and Play e, [EEET
f;lPNRP Machine Name Publication Service IHFRETE... . he

\rE e/

3. £24\ VPN {§" Certificate” TWEIHEN —MIEPBBIR, SAGmaT "Create & Download” T
U,

Milesight =

VPN Certificate

For your device sacurity, please changs the dafaull passivord

Certificate Name control-test

Create & Download

control-test.ovpn
6.2/6.2 KB

iE=:

1) MRIEFPARBESEEH VPN fRSesr9iblE, B57EE9\ VPN Y VPN WEFIAREEIES Listen

IP;

2) BANERSE4IHRENEBRERES) VPN, TTRESSEMICEER N, STLETFRESR, &
“redirect-gateway def” &2} “route 192.168.0.0 255.255.0.0" (192.168.0.0 EEMNIIEEMILE

RENITm N, ATEESRINES W)

www.milesight.cn 17
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proto udp

comp-1z0

cipher BF-CBC

dev tunlOO
remote 192.168.22.113 1154

resolv-retry 0
nobind
up-delay
verb 3
keepalive &0 150
topology subnet

client

|redirect—gateway defl |

Lcax

4. F OpenVPN =it NEYL VPN TEHANES.

1) %0f#EFR OpenVPN #tXh, BIEPKE “OpenVPN/config” &R T,

= < | config

[ R

- v 4 [ 1> ThisPC > Local Disk(C) » Program Files >

Name

5] README.6¢
) testupn.ovpn

OpenVeEN > cor

nfig

9/4/2018 1:31 PM
9/4/2018 1:31 PM

Type Size
Text Document 1kB
OpenVPN Config ... TKB

v O | searchconfig

2 items

PAFEFTFF OpenVPN B4FIEITZIEBECE, BIn o,

chirs
client POST DEVICE
client_v1
OpenVPN-Config

Poort-koksijde (1)
test112
client

Import file._.
Settings...
Exit

CPURE

control

-test is now connected.

ed IP; 10.8

2) YNSR{ER OpenVPN Connect, BTIZIHESNILES, ARIETZECETTHIEE.

www.milesight.cn
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OpenVPN Connect

OpenVPN Connect
14 Import Profile — Profiles
URL FILE
CONNECTED
Drag and drop to upload OVPN profile @ OpenVPN Profile
You can import only one profile at a time. 19216822113 [control-test]
DISCONNECTED v
e e S Tt ]
5 :
i i CONNECTION STATS
- .OVPN | )
i ' 4.2KB/s
: T :
1 1
1 ]
| 1 |
1 !
nR/=

ST IA)E
FiE—: Bl IP i)

FAFaLAFREZEEIEY VPN (9B, BN IP: mORiAREMELESHESIRE. NREEIHITNK
F=E WAL RS, AILATERSEHRRm NG CBRGSHIN.

Device Control

Managing/Max Manageable: 1/25 Search Q

Virtual IP $

test Connected 622381327384 10802 192.168.22.130:54635 192.168.2.0124 0603202612 ([

A Not secure | 10.8.0.2/login.html r

) English

Milesight

‘ & | Usemame |

‘ 8  Password |

www.milesight.cn IE[
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Bix=: E3CIPif[a
FEFaTLAREZZIEY. VPN 9B, MIAREHESAYFM IP: iwE (LAN O IP #biit) Sepiinial. 15ia)
BIBRRITIRISHEE FMINEINAR (FEFMHR) , HEMEARABXimFREER.

A Not secure | 192.168.2.1/login.html wr

) English

Milesight

“ Usemame ‘

‘ 8 | Password ‘
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